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The geopolitical landscape is shifting rapidly and data has become a strategic 
resource. The gap between countries that govern and leverage data well and 
those that don’t is widening. Many are unprepared for this new reality: data is a 
common good; digital infrastructure is a national asset. This paper offers a blueprint for 
nations to govern and manage their data — not as a technical issue but as a social contract 
between government, citizens, businesses, and civil society capable of delivering shared 
solutions to the existential challenges countries face in an era of rapid technological change 
and geopolitical uncertainty.
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Executive Summary
In today's digital age, data is recognised as fundamental to a nation's 
sovereignty, security, sustainability, prosperity, and societal well-being — 
yet many countries lack the governance frameworks needed to manage it 
effectively, equitably, and securely.
Advancing these five imperatives requires a sustained commitment by 
countries to responsible, evidence-led, and data-enabled governance. 
Drawing on the World Bank’s 2021 report Data for Better Lives, this paper 
argues that countries and regions need a national data space grounded in 
a Social Contract for Data: built around three pillars — value, trust, and 
equity; based on the principle our data — our common good; and with clear 
accountability mechanisms to ensure delivery.
The abiding message is that a global Data and AI governance framework 
underpinned by Digital Humanism is urgently needed to build trust and ensure 
the international cooperation required to: provide universal access to information; 
develop the digital services and cyber resilience necessary to reduce digital and data 
divides; and deliver a safe, sustainable, and prosperous digital future for the planet.
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Fast, reliable access to relevant information has always been a prerequisite for 
sound decision-making in government and industry — but the scale, complexity, and 
stakes of that challenge have never been greater. The COVID-19 pandemic exposed 
a fundamental vulnerability in how governments manage and share data.

Fragmented health registries slowed vaccine rollouts. Siloed income records delayed 
targeted relief payments. Disconnected public health systems made epidemiological 
tracking slow and unreliable. The lesson was clear: establishing a coherent, trusted 
system for managing data resources is not a technical nicety — it is a prerequisite 
for a sustainable, secure, and prosperous society.

That lesson has only grown more urgent. Since 2022, the rapid proliferation of 
artificial intelligence, the emergence of digital public infrastructure (DPI) as a global 
policy priority, intensifying debates over data sovereignty, and a growing recognition 
that data is central to sustainability and climate action have transformed the 
landscape. Traditional data management — characterised by silos, fragmentation, 
and reactive practices — is no longer fit for purpose. It leads to economic 
underperformance and services that are neither effective nor citizen-centred. Data 
must be shared and used across disciplines, sectors, and platforms if countries are 
to participate meaningfully in the digital economy and deliver equitable, user-friendly 
public services to all its citizens.

What can policymakers do to accelerate this transition? The World Bank's 2021 
World Development Report, Data for Better Lives, provides a compelling roadmap, 
calling for a social contract for data founded on three pillars: value, trust, and equity. 
This paper updates that vision, integrating the latest thinking on AI, DPI, and data 
governance to offer a practical blueprint for managing a nation’s data resources.

The paper is structured around six themes: the social contract, the national data 
space and its foundational infrastructure, national cybersecurity, accountable AI, 
data sovereignty and geopolitics; and a practical agenda for policymakers.

A Social Contract for Data: Essential for a Trustworthy Digital Society

Central to a Human-centred digital society must be a Social Contract for Data. Our 
data — our common good should be its guiding principle. Data as a common good 
reframes data from a privately exploitable asset into a collectively governed social 
resource. It encapsulates the aspiration that data should ultimately serve the greater 
good, whether through improved public services, scientific advancement, or 
equitable economic opportunities. The contract is a shared, explicit agreement 
between government, citizens, businesses, and civil society about how data is 
collected, used, protected, and shared. It is a statement of values, not merely a legal 
framework — and one that can only deliver through actions and practice rather than 
proclamation.

The three pillars of this contract are:

• Value: how data creates economic and social benefit for all citizens, not just 
those who collect or control it. The most tangible expression of this value is 
high-quality digital public services — seamless, accessible, and responsive — 
that citizens experience and benefit directly from in their daily lives.
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• Trust: how individuals and institutions can rely on data systems to protect 
privacy, prevent misuse, and ensure accuracy.

• Equity: how the benefits of data-enabled services and the burdens of data 
collection are distributed fairly across society, including historically 
marginalised groups.

These pillars should not be afterthoughts in the design of data systems — they 
should be the starting point. Every infrastructure decision, legal framework, and 
institutional design choice should be tested against them: Does this create value? 
Does this build or undermine trust? Does this expand or narrow equitable access?

In an era where citizens are increasingly aware of how their data is collected and 
used — and increasingly sceptical of governments' and corporations' intentions — 
making the social contract explicit is both an ethical obligation and a political 
necessity.

Actions underpinning all three pillars of the Social Contract should address the digital 
and data divides that are prevalent in most societies today, reducing the gaps 
between those with access to digital technologies and high-quality data and those 
without. These divides operate across socioeconomic, geographic, and generational 
dimensions. Without deliberate policy interventions, targeted digital literacy 
programmes, inclusive infrastructure investment, and accessible service design, a 
national data space risks widening rather than narrowing existing inequalities. Equity 
is not a by-product of a well-designed ecosystem; it must be built in from the start.

The philosophy that should underpin this social contract is known as Digital 
Humanism — a commitment to placing human values, critical thinking, equitable 
access, and robust data security at the centre of all data-enabled innovation. Digital 
Humanism insists that technology must serve people, not the other way around. A 
Digital Humanism approach places human rights, agency, and equity at the centre of 
data ecosystems and AI solutions, ensuring that governance mechanisms are 
transparent, accountable, and inclusive. Informatics Engineering applies these 
principles to the design and development of data systems that are human-centric by 
default: transparent, inclusive, and oriented toward the common good by providing 
universal access to information rather than the extraction of value for a narrow set of 
actors.

A national data space supports the Social Contract. Built on Digital Humanist 
principles, it does not merely comply with data protection law; it actively champions 
citizens’ digital rights, promotes equitable access to data-enabled services, and 
treats a nation’s data as a shared patrimony — a collective inheritance to be 
stewarded responsibly for the benefit of all, and preserved for future generations.

Similarly, a digital public infrastructure (DPI) should support the national data space. 
Finally, a national cyber resilience capability is required.
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Translating this modern ‘digital cathedral’ — social contract, national data space, 
digital public infrastructure, and a national cyber resilience capability — into reality is 
key to the development of a trusted, human-centred digital society. It requires a 
coherent, structured approach, explicitly covering both governance and technical 
components. Given the inherent complexity involved, a holistic, unifying framework is 
needed at national level to discuss and oversee its delivery. The following layered 
architectural framework is proposed — see diagram above:

• National Digital Imperatives — the overarching goals that a nation’s data-
enabled, human-centred digital transformation is designed to deliver: 
sovereignty, security, sustainability, prosperity, and societal well-being

• Social Contract for Data — the shared commitment between government, 
citizens, businesses, and civil society that data will be governed around three 
pillars: value, trust, and equity

• Digital Humanism — a philosophy and human-centred development 
framework based on human rights, democracy, inclusion, and diversity across 
all stages of the data life cycle that prioritizes human agency, dignity, 
empowerment, and stewardship of data

• Artificial Intelligence & Data Governance — the rules, oversight, 
accountability, and ethical regime for how AI operates and data is governed 
across the national data space and the digital public infrastructure

• National Data Space — the governance and technical architecture through 
which data is collected, managed, shared, and used, with Trustworthy Data 
Spaces & Digital Services at its heart

• Digital Public Infrastructure — the foundational digital building blocks 
including digital identity, payment rails, digital wallets, and data sharing 
infrastructure, on which the entire ecosystem rests

• National Cybersecurity and Digital Resilience — the overarching structure 
ensuring that every layer of the Digital Cathedral is protected, resilient, and 
capable of withstanding threats to national digital infrastructure, data integrity, 
and service continuity

The Nexus: A National Data Space

A national data space is a federated ecosystem of interoperable, domain-
specific data spaces with trusted digital services. Rooted in digital humanism, 
it operates under common legal, technical, semantic, and institutional 
frameworks that enable secure data use and sharing across domains, 
generating economic and societal value while safeguarding citizens’ rights, 
advancing the common good, and upholding data sovereignty.

In practice, this means delivering a country’s Social Contract for Data — enabling 
trustworthy data sharing and equitable reuse at national, sub-national, transnational, 
and sectoral levels. It includes institutions, governance structures, legal regimes, 
interoperability frameworks, and technical infrastructure to ensure data quality, 
security, privacy, and accountability, so as to deliver evidence-led, data-informed 
decision-making and value added innovation across government, business, 
academia and civil society.

6



Critical to the success of a national data space is trustworthy quality data, without 
which the ethical and effective digital services that will deliver value across all of 
these domains will never materialise.

Interoperability is fundamental to a well-functioning data ecosystem — and not just in 
its technical sense. Technical interoperability — the ability of systems to exchange 
data — is necessary but not sufficient. Semantic interoperability — achieved 
through shared ontologies, common data standards, controlled vocabularies, and 
agreed metadata frameworks — ensures that exchanged data is interpreted 
consistently across systems, sectors, and borders. Without it, a health record shared 
between a hospital and a social welfare system may be technically transmitted but 
functionally meaningless; an AI model trained on data from multiple sources may 
produce unreliable outputs because the underlying concepts are defined differently 
in each.

An ecosystem of trustworthy domain-specific data spaces has four interdependent 
governance and technical components, with human capital as a cross-cutting 
prerequisite and critical enabler:

• Infrastructure: the connectivity, storage, processing, and security systems 
that underpin data flows and resilience.

• Laws and Regulations: the legal frameworks that establish data rights, 
privacy protections, and rules governing data sharing, reuse, and cross-
border flows.

• Economic Policies: the incentive structures, open data mandates, and public 
investment frameworks that enable innovation while redressing the tendency 
towards monopolistic control of data assets.

• Institutions: the public bodies, oversight mechanisms, multi-stakeholder 
forums, and accountability structures that govern how the ecosystem operates 
and evolves — including clear lines of responsibility and accountability for 
data-informed, AI-enabled decision making.

Together, these components — underpinned by human capital and built on a digital 
public infrastructure — should deliver evidence-led, data-enabled and AI-powered 
solutions supporting a country’s five digital imperatives: sovereignty, security, 
sustainability, prosperity, and societal well-being.

These solutions require a delivery model that considers human, social, 
organizational, and technical factors with stakeholders from the public and private 
sectors and academia and with interdisciplinary teams comprising domain experts, 
informatics engineers, data scientists, lawyers, social scientists, ethicists, and end 
users.

Digital services are the ‘raison d’être’ of the national data space. They are the 
citizen-facing delivery layer of the ecosystem — the point at which data governance 
becomes tangible for people in their daily lives. Developed on the trusted data 
spaces and the digital public infrastructure (DPI), they include everything from online 
tax filing and health record access to benefit entitlements and business licensing. 
Well-designed digital services — accessible, inclusive, and proactive — are the most 
direct way a government demonstrates the value pillar of the social contract in 
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practice. Poorly designed services risk deepening the very digital and data divides 
the social contract is designed to eliminate.

A commitment to open data is fundamental: it is the output of the ecosystem through 
which value flows most directly to citizens, business, administrations, and civil 
society. When governments publish transport data, budget data, health statistics, or 
environmental data in accessible, machine-readable formats, they enable journalists, 
researchers, SMEs, and entrepreneurs to create value that government alone could 
not. But simply publishing data is not enough — quality matters more than quantity, 
and a meaningful open data programme requires clear licensing, consistent 
standards, and investment in the skills and communities that can turn data into 
insight and innovation. Open source software is a further key enabler of digital 
sovereignty — reducing vendor lock-in and keeping critical infrastructure under 
public control.

This commitment applies also to harnessing for the common good the data ‘locked’ 
in legacy systems. These siloed systems frequently restrict discoverability, 
accessibility, interoperability, and reuse. Any legacy system modernisation strategy 
should include specific actions and measurable outcomes to improve data quality, 
support effective migration, optimise interoperability, ensure reuse, make data 
openly available where appropriate, and maximise the public value of data assets.

Similarly, treating data as a common good implies a responsibility to preserve digital 
data over the long term. Ensuring that public records, scientific data, and cultural 
heritage remain accessible to future generations is a governance obligation that 
requires both a national digital archive and a robust digital-preservation strategy. 
As societies become increasingly digital, a national digital archive is emerging as a 
core element of public-sector infrastructure. Many countries have enacted legislation 
and developed national digital-archiving capabilities to foster the cultural change and 
proactive stewardship necessary to preserve and provide continued access to their 
digital heritage for future generations. Notable examples include Ireland (National 
Archives of Ireland Digital Preservation Policy), the Netherlands (Nationaal Archief), 
the United Kingdom (The National Archives, Kew — PRONOM registry and Digital 
Preservation Strategic Plan), and Australia (National Archives of Australia — DIRKS 
methodology).

A final overarching requirement that deserves particular emphasis across all four 
components of the data ecosystem is cybersecurity and resilience. A national data 
space is only as trustworthy as it is secure. The social contract for data — and the 
trust pillar in particular — collapses if citizens’ data is breached, ransomed, or 
exfiltrated by hostile actors. The threat landscape has intensified considerably: state-
sponsored attacks on critical national infrastructure, foreign information manipulation 
and interference (FIMI), ransomware targeting public health and welfare systems, AI-
assisted phishing and social engineering at scale, and the exploitation of supply 
chain vulnerabilities in cloud services are now regular occurrences.

Digital Public Infrastructure: The Foundational Layer

Digital public infrastructure (DPI) has become recognised as a foundational public 
asset, analogous to roads, electricity grids, or water systems. A DPI typically 
comprises three core modules: digital identity systems, interoperable payment rails 
(the digital infrastructure that enables instant payments), and data-sharing 
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infrastructure. Digital wallets — combining identity credentials, payment capabilities, 
personal administrative documents, and personal data consent in a single citizen-
controlled interface — are emerging as the most visible expression of DPI in 
everyday life, with the EU Digital Identity Wallet providing a compelling cross-border 
model for other regions.

A national data space is, in many respects, the data layer of a broader DPI 
architecture. Countries that have invested in robust DPI — Estonia’s X-Road 
interoperability platform, India’s ‘India Stack’ (integrating identity, payments, and data 
consent), Brazil’s Pix instant payment system, Singapore’s MyInfo platform, and 
Denmark’s MitID digital identity system — have demonstrated that well-designed 
public digital infrastructure can significantly accelerate service delivery, reduce costs, 
expand financial inclusion, and create the foundation for a thriving digital economy. 
Rwanda’s National Data Revolution Policy, the UAE’s National Data Strategy and 
Ireland’s decade of digital investment are further examples of what political 
commitment and clear governance can deliver. These examples span continents and 
income levels, and show that A National Data Space is not a luxury of wealthy 
countries but an achievable goal for any country with the will and a clear governance 
framework.

Digital services are the delivery layer that sits on top of this infrastructure, and 
ultimately the reason it is built. DPI has no intrinsic value; its value is realised 
through the services it enables. Estonia’s application of the once-only principle — 
whereby citizens provide data to government once and it is reused seamlessly 
across all public services — illustrates what a mature digital services layer looks like 
in practice. Rather than repeatedly submitting the same information to different 
agencies, citizens interact with government through unified, proactive services that 
anticipate their needs. This is the social contract for data made concrete: citizens 
share their data, and in return receive services that are faster, simpler, and more 
responsive than anything a paper-based system could deliver. Critically, digital 
services must be designed for the full range of citizens, including those with the least 
digital confidence, to ensure that digital and data divides are bridged rather than 
widened.

The DPI architecture introduces three important elements to data ecosystem 
thinking. First, it emphasises openness and interoperability: DPI is most valuable 
when it is accessible to all actors — government, business, civil society — on fair 
and transparent terms, and when semantic interoperability standards ensure that 
data shared across platforms is interpreted consistently, not merely transmitted. The 
EU’s European Interoperability Framework offers a useful model, distinguishing 
legal, organisational, semantic, and technical layers of interoperability as distinct 
policy challenges each requiring deliberate governance. Second, it highlights the 
importance of sequencing: identity infrastructure tends to come first, enabling trust 
and authentication that payment and data systems then build upon. Third, it 
reinforces the public assets argument that some data infrastructure is too important 
to be left entirely to market forces and requires direct public investment and 
governance.

Ukraine is an example of developing a DPI to support data as a common good. The 
Diia app, launched in 2020, delivers over 120 digital government services to citizens 
through a single smartphone interface, including digital identity, driving licences, 
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vehicle registration, and social benefit payments — a good example of user-centric 
design and co-creation. Trembita, Ukraine’s secure data exchange platform based 
on Estonia’s X-Road, enables seamless interoperability between government 
registries. Underpinning both is a national data architecture built on a network of 
base registries — population, property, business, and social registers — allowing the 
application of the once-only principle. Ukraine’s experience demonstrates that 
political will, a clear architectural vision, a citizen-first design philosophy, a highly 
educated IT workforce and fiscal pressure to reduce administrative costs, can deliver 
an effective DPI, allowing the state to continue serving its citizens even during 
wartime.

Policymakers designing national data spaces should ask: what elements of our data 
infrastructure are genuinely foundational, and should therefore be treated as public 
goods? What can be left to market actors? And how do we design the interfaces 
between them to maximise interoperability while preserving trust and accountability? 
How can a DPI be built on open source software to ensure sovereignty, reduce 
costs, and avoid vendor lock-in?

National Cybersecurity and Digital Resilience

National cybersecurity must be treated not as a technical afterthought but as a 
governance obligation and a prerequisite for the social contract — including 
institutional capacity, service continuity, and crisis response capabilities.

The threat landscape has evolved dramatically. Nations today face a complex and 
intensifying range of cyber threats: state-sponsored attacks on critical national 
infrastructure including energy grids, water systems, and financial networks; foreign 
information manipulation and interference (FIMI) designed to undermine democratic 
institutions and public trust; ransomware targeting hospitals, public services, and 
government systems; AI-assisted phishing and social engineering at unprecedented 
scale; and the exploitation of supply chain vulnerabilities in cloud services and 
software. These systemic technical attacks and foreign information manipulation 
activities are not hypothetical risks — they are regular occurrences that have caused 
real harm to citizens and governments worldwide.

Effective national cybersecurity requires a whole-of-government governance model. 
Leading nations have established dedicated national cybersecurity agencies with 
clear mandates — such as ENISA in the EU, CISA in the United States, and the 
NCSC in the United Kingdom — supported by national cybersecurity strategies that 
set priorities, assign responsibilities, and allocate resources. A national Computer 
Emergency Response Team (CERT) is an essential institutional anchor, providing 
the technical capacity to detect, respond to, and recover from incidents at national 
scale.

Digital sovereignty has a direct cybersecurity dimension. Dependence on foreign 
technology vendors — for cloud infrastructure, operating systems, communications 
equipment, or security software — creates strategic vulnerabilities. A nation that 
cannot secure its own digital infrastructure is not fully sovereign. This means 
governments must actively assess and manage the risks of technological 
dependency as a matter of national security.
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The shift from security to resilience is perhaps the most important conceptual 
evolution in this field. Traditional cybersecurity focused on prevention — keeping 
attackers out. Resilience accepts that breaches will occur and focuses equally on 
detection, response, and recovery. A resilient nation can withstand a cyberattack 
while maintaining essential services, protecting citizens’ data, and rapidly restoring 
normal operations through redundancy, backup capabilities, and recovery planning.

This requires continuous investment in three areas. First, technical resilience: 
secure-by-design infrastructure, end-to-end encryption, secure external backups, 
regular penetration testing, and rapid incident response capabilities. Second, legal 
and institutional frameworks: clear responsibilities for breach notification, liability, and 
cross-border incident coordination. Third, and most commonly neglected, the human 
factor: a security culture must be embedded across the public and private sectors, 
with cybersecurity awareness integrated into a broader data literacy agenda.

Accountable AI: Enabling and Regulating the National Data Space

No discussion of national data spaces today can ignore artificial intelligence. AI 
has the potential to transform public services, support scientific discovery, and 
deliver on the promise of data-enabled governance, but realising that potential 
depends entirely on having the right data and AI governance structures in place.

The relationship between AI and national data spaces runs in both directions. On 
one hand, a well-governed data ecosystem is a precondition for responsible AI — AI 
which is ethically sound, respects human rights, and aligns with societal values and 
legal requirements. AI systems are only as good as the data they are trained on: 
fragmented, biased, or poorly documented data produce unreliable, potentially 
harmful AI outputs. High-quality, interoperable, well-governed national data is the 
foundation on which transparent, trustworthy, and accountable AI can be built.

On the other hand, AI is already a transformative tool in the public sector. Concrete 
applications include:

• AI-supported fraud detection in public procurement and social benefit 
systems, reducing leakage and improving targeting.

• Predictive analytics for public health resource allocation, enabling earlier 
intervention and more efficient deployment of medical personnel and supplies.

• Automated document processing and natural language interfaces that make 
government services more accessible and reduce administrative burden.

• AI-assisted regulatory analysis, helping policymakers identify inconsistencies 
in legislation and anticipate the impacts of proposed rules.

AI’s most valuable role is arguably as a Thinking Partner with agentic capabilities 
that augments human judgement — offering data-driven insights, challenging 
assumptions, and expanding the range of possibilities considered, while combining 
the speed and scale of machine intelligence with human values and accountability. 
However, it should never be forgotten that, as Prof. Ute Schmid has said, “unlike 
standard software, there is no guarantee of completeness and correctness for AI 
systems”.
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Thus, in the short term at least, the human should remain in control. In the longer 
term, who knows! But data-informed decision-making will always keep the human in 
the loop; data-driven, not necessarily so.

AI also introduces new risks that the social contract for data must explicitly address. 
Algorithmic systems can encode and amplify existing biases, producing 
discriminatory outcomes in areas such as credit scoring, criminal justice, and social 
welfare allocation. Opaque AI decision-making can undermine accountability and 
erode public trust. Generative AI can be weaponised to produce and spread 
disinformation at scale, undermining informed public debate and democratic 
processes. Deceptive design practices, known as dark patterns, undermine trust and 
ultimately can harm users. Such algorithms, which deliberately manipulate a user’s 
experience, should be prohibited by law and accompanying measures should 
disallow them in operational and future products, thereby restoring citizens’ trust in 
digital services.

The concentration of AI capabilities in a small number of ‘Big Tech’ companies raises 
profound questions about sovereignty, dependency, and equity, and highlights the 
risk of AI systems becoming instruments of information suppression. An associated 
risk is that AI systems deployed by these companies—if lacking strong accountability 
controls—can become highly effective at generating plausible and persuasive 
outputs that degrade legitimacy, trust, and human judgment, thereby eroding 
individual autonomy and human agency, and progressively weakening digital 
democracy. As Pope Leo XIV has said: “The challenge is not technological, but 
anthropological.”

Elaborating on this affirmation, his recent encyclical Magnifica Humanitas calls on 
governments and tech leaders to establish binding international frameworks that 
ensure artificial intelligence remains human-centric, protecting inviolable human 
dignity, fair labor, and objective truth from being compromised by algorithms or 
autonomous weapons.

The Copenhagen Framework on AI and Data Governance attempts to address 
these risks, affirming that democratic accountability, human rights, and citizen 
participation must be embedded in AI governance frameworks and not treated as 
optional additions.

The answer is not to avoid AI, but to govern it well. It is a challenge that should not 
be underestimated. This means building algorithmic transparency and explainability 
requirements into the legal framework of the data ecosystem; establishing 
independent oversight mechanisms and personal accountability protocols for high-
stakes AI applications in government; investing in public-sector AI capabilities and 
capacity so governments are not wholly dependent on private vendors; developing 
robust frameworks to detect, label, and counteract AI-generated disinformation; and 
ensuring that the benefits of AI-driven public services reach all citizens.

In summary: AI should support decisions not make them; delivering accountable AI 
is both political and technical; and ensuring that the human is always in control 
requires a social contract for data.
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Navigating Data Sovereignty and Geopolitics

The geopolitical importance of data has recently increased significantly with cross-
border data flows, data localisation requirements, and the fragmentation of the global 
internet into competing regulatory blocs. Quite simply, as Orwell would have said, 
whoever controls our data shapes our destiny.

The EU’s rights-based model, the US’s market-led approach, and China’s state-
centred model are now live policy debates that no national data strategy can 
sidestep.

The European Union offers the most comprehensive example of a jurisdiction 
attempting to resolve this challenge through legislation. Its Data Strategy, published 
in 2020, set out an ambitious vision for a single European data space — a genuine 
internal market for data where data flows freely across sectors and borders, 
underpinned by European values and rules. This vision has been operationalised 
through an extensive legislative programme — the GDPR, Data Governance Act, 
Data Act, Interoperable Europe Act, and AI Act — representing the world’s most 
ambitious attempt to embed a social contract for data in law. The central lesson it 
illustrates is that protecting citizens’ rights and enabling innovation are not naturally 
compatible goals: the goal is not maximum regulation, but smart regulation — 
proportionate, adaptive, and built around the social contract’s three pillars of value, 
trust, and equity.

The United States has taken a markedly different approach — sectoral, market-led, 
and historically resistant to comprehensive federal data protection legislation. A 
patchwork of sector-specific laws and state-level frameworks, most notably 
California’s Consumer Privacy Act, has produced an uneven landscape that 
prioritises commercial innovation over individual rights. The US CLOUD Act, which 
permits American law enforcement to access data held by US companies regardless 
of where it is stored, raises significant sovereignty concerns for other countries. 
Recently there has been growing pressure for federal legislation on privacy and also 
AI legislation, suggesting the US model is at an inflection point.

China’s experience is instructive in this regard. It has built one of the world’s most 
comprehensive national data governance frameworks — encompassing 
cybersecurity, data security, and personal information protection laws comparable in 
scope to the EU’s GDPR. The establishment in 2023 of a dedicated National Data 
Bureau to coordinate data resource development and cross-government data 
sharing demonstrates that institutional commitment at the highest level is achievable. 
China’s digital public services infrastructure has also achieved extraordinary reach, 
delivering services to over a billion citizens. These are genuine achievements that 
demonstrate the feasibility of national data governance at scale. At the same time, 
China’s model raises profound questions about the balance between state power 
and citizens’ rights — questions that the social contract framework, with its emphasis 
on trust, equity, and citizens’ digital rights, is specifically designed to address.

For developing countries in particular, these different approaches illustrate the 
difficulties they face. Citizens’ data should never be compromised. Overly restrictive 
data localisation can increase infrastructure costs, limit access to global cloud 
services, and fragment domestic data markets. But excessive openness can expose 
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citizens' data to foreign surveillance, undermine domestic digital industries, and 
compromise national security.

A well-designed national data space can help navigate these tensions by 
establishing clear domestic rules on data residency, cross-border transfer conditions, 
and access by foreign governments or entities, rules that protect citizens and 
strategic interests while preserving the openness needed for economic integration 
and innovation. Countries with robust domestic data governance frameworks are 
also better positioned to negotiate bilateral and multilateral data-sharing agreements 
on favourable terms. The goal is to govern data flows — ensuring that cross-border 
data sharing is grounded in mutual trust, reciprocal rights, and enforceable 
accountability.

Without such governance, a worst-case scenario looms: data colonisation where 
‘Big Tech’ companies and foreign governments extract, appropriate, and monetise 
vast amounts of citizens’ data, largely unfettered by domestic regulation. This is not 
hypothetical. The African Union is already addressing this problem with its RICE 
(Reformation, Integration, Cooperation & Enforcement) Data Governance 
Framework, which helps African governments, Regional Economic Communities, 
and the AU operationalise data protection, harmonise regulations, and foster a 
secure digital economy, bridging the regulatory gaps that leave citizens vulnerable to 
data colonisation. The challenge is to harness a nation’s data for the benefit of all 
without compromising privacy or sovereignty.

Given the evolving international environment and the increasing importance of cross-
border data flows, regional intergovernmental organisations should prioritize 
regional data sovereignty and apply the principle of subsidiarity in relation to 
national data sovereignty, with member states retaining stewardship and autonomy 
over their data assets.

Against this backdrop, the UN Global Digital Compact, adopted at the UN Summit 
of the Future in September 2024, offers an important multilateral anchor. The first 
globally agreed framework for digital cooperation, AI governance, and data 
governance, it establishes shared principles for inclusive digital ecosystems, 
trustworthy AI, and data as a global public good — principles echoed in the social 
contract for data advocated in this paper.

Ultimately, however, there is a need to create a global Data and AI Governance 
Framework, supported by appropriate international institutions, that would 
resonate with citizens, communities and governments worldwide. Such a framework 
can strengthen trust in digital infrastructures by aligning data practices with societal 
values, safeguarding fundamental rights, and enabling meaningful participation 
across diverse stakeholders and supranational regions. It would provide a foundation 
for the international cooperation necessary for a safe, sustainable and prosperous 
digital future for all citizens and nations.

A Practical Agenda for Policymakers

Establishing a social contract for data and building a national data space takes time. 
It is achievable with political sponsorship, management commitment, citizen 
engagement and ring-fenced multi-annual investments. The evidence from countries 
and supranational regions that have made progress suggests that sequencing is 
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very important. A national or regional data strategy is the essential starting point, 
setting out the vision, priorities, and measurable goals that align all subsequent 
investment and governance decisions. The EU’s Data Strategy offers a useful 
model: by articulating a clear political vision for a single European data space, it 
gave coherence and direction to the entire programme that followed.

Kenya’s Draft National Data Governance Policy is forward looking, anchored in data 
sovereignty, human-centric governance, and secure data sharing. It positions data 
as a strategic national asset that, inter-alia, can “…accelerate inclusive socio-
economic transformation”. It reflects a broader global shift: nations of every size and 
income level are now recognising that governing data well is fundamental to their 
digital future.

Choosing priority sectors is critical: the EU has prioritised cross-border common data 
spaces as strategic digital infrastructure, whereas the UK’s Smart Data agenda has 
taken a more consumer-focused and competition-led approach, building on Open 
Banking.

Crucially, the social contract for data should operate at whatever level governance is 
exercised. However, for some countries the most realistic and effective path may be 
not to build a national ecosystem from scratch. An initial alternative would be to 
participate in a regional data ecosystem — shaping its governance, contributing to its 
standards, and ensuring that their citizens’ rights and interests are reflected in the 
frameworks that govern their data. The EU’s Single Market for Data, the African 
Union’s digital agenda, and the Association of Southeast Asian Nations (ASEAN)’s 
digital economy framework all offer such regional possibilities. Participating actively 
in a regional ecosystem is itself a meaningful and sovereign expression of the social 
contract for data.

In today’s febrile geopolitical climate however, calls for national data sovereignty ring 
hollow unless accompanied by actions to make a region’s underlying digital 
infrastructure and software stacks as sovereign as possible. This is what the EU’s 
new Technological Sovereignty Communication aims to achieve. It argues that 
governments should treat advanced digital technologies as strategic infrastructure 
and build trusted domestic capabilities in chips, cloud, AI, open-source software, and 
energy systems so they can innovate, compete, and make sovereign policy choices 
without excessive dependence on foreign providers, and deliver on the promise of 
data as a common good.

A small country with a limited budget, strong CIO leadership and political 
sponsorship can still achieve significant progress, as demonstrated by Ireland and 
the Netherlands. Following a decade-long investment programme, Ireland now ranks 
highly in OECD and World Bank digital government assessments. Core platforms 
such as MyGovID are embedded across services, life-events-based reform is 
reshaping how citizens access public services, a Government Digital Wallet is under 
development, and AI is being cautiously deployed with a strong emphasis on 
responsibility and accountability in its use. The Netherlands offers a complementary 
lesson: the Dutch Data Protection Authority demonstrates that strong institutions are 
as important as strong laws in making data governance work.

A further practical consideration that policymakers must address is the energy 
requirements of digital infrastructure. Data centres — the physical backbone of any 
national data space — are significant and growing consumers of electricity, driven 
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increasingly by the computational demands of AI. Nations building integrated digital 
ecosystems must therefore plan for this energy demand as part of their digital 
strategy. This requires not only secure and sustainable energy generation — with 
nuclear energy, including small modular reactors (SMRs), re-emerging as a serious 
option for reliable, low-carbon, high-capacity power supply — but also investment in 
modernising the electricity grid and energy distribution networks to ensure reliable, 
resilient delivery to digital infrastructure at scale. Energy security, grid resilience, and 
digital sovereignty are therefore inseparable — a nation that cannot power its data 
infrastructure reliably and sustainably cannot deliver on its Social Contract for Data.

In many cases, the greatest risks are institutional rather than technological, including 
fragmented governance, weak coordination, limited implementation capacity, and 
insufficient continuity of political commitment.

As Jean Monnet, principal architect of what has become the European Union, wrote: 
“Nothing is possible without men; nothing is lasting without institutions.”

The institutional framework supporting a Social Contract for Data should be 
embedded within a country’s digital transformation architecture, which should be 
guided by evidence-led policy, human-centred design, and data-enabled delivery.

One emerging model is to establish a Ministry for Digital Affairs overseeing a Digital 
Transformation and Data Agency or Office with statutory authority and a mandate 
to implement the national digital strategy; deliver digital public infrastructure and 
human-centred digital services; and drive data and AI governance across 
government.

Critical to effective data and AI governance is the appointment within the agency of a 
Chief Data & AI Officer (CDAIO) — a senior leader with cross-government authority 
to champion the Social Contract for Data; drive data and AI strategy; and ensure 
data quality, interoperability, ethical use, and adherence to accountability guidelines.

Responsibility for cybersecurity is typically shared by the Agency across civilian 
digital authorities and national security institutions, including the Ministry of Defence 
in relation to critical national infrastructure and strategic cyber resilience.

Telecommunications responsibilities may be coordinated within this framework or 
remain separately aligned with a Ministry for Communications or equivalent 
infrastructure authority.

A strategic option that is increasingly seen as integral to a national cybersecurity 
strategy is the establishment of a data embassy. A data embassy is a secure, 
sovereign repository of a nation’s critical digital data and services hosted in a trusted 
foreign jurisdiction, ensuring continuity of government operations if domestic systems 
are disrupted by cyberattacks, conflict, or disaster. Estonia pioneered this approach 
through its Data Embassy in Luxembourg, which forms part of its national 
cybersecurity strategy by enhancing resilience and safeguarding critical public data 
and digital services as assets that support the common good.

It is important to acknowledge that countries start from very different positions. Some 
are building on mature digital identity systems, well-functioning institutions, and 
existing data infrastructure; others are starting from near zero, with limited 
connectivity, nascent regulatory frameworks, and constrained public sector capacity. 
The three-phase agenda below is therefore illustrative rather than prescriptive.
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Experience and best practice show that a practical agenda for building a national 
data space could proceed as follows:

• Phase 1 — Establish the foundations: digital identity infrastructure, a 
cybersecurity resilience framework, a legal framework for data rights, a lead 
institution with a clear mandate. Appoint a Chief Data & AI Officer (CDAIO), 
adopt a national data strategy with measurable goals, undertake a legacy 
systems audit and adopt a modernisation strategy for them; carry out an 
assessment of energy capacity and grid resilience to support current and 
future digital infrastructure.

• Phase 2 — Build the ecosystem: domain and sector-specific trusted data 
spaces, technical and semantic interoperability standards, an open data 
programme, an open source software policy, a data skills programme for the 
public sector, legal, regulatory and oversight mechanisms to eliminate 
deceptive design practices in digital services, consolidate a DPI, and establish 
a national cyber resilience capability — including a dedicated cybersecurity 
agency, a national CERT, and a cybersecurity strategy with clear 
responsibilities and measurable targets.

• Phase 3 — Activate the value: citizen-facing digital public services accessible 
and inclusive by design, AI-based public services, evidence-led and data-
informed policymaking, private sector data innovation, international data-
sharing agreements, and a national digital archive and digital preservation 
strategy.

Throughout all phases, gaining and maintaining public trust is essential. This means 
investing in meaningful public engagement, establishing independent oversight and 
accountability mechanisms with real teeth, communicating clearly about how data is 
used and protected, and delivering visible, tangible benefits to citizens from the 
ecosystem, not just to governments or businesses.

Ultimately, the result should be: fast, reliable, resilient, equitable and user-friendly 
access to quality, regulated, trustworthy, secure, and relevant information as a 
prerequisite for digital democracy, data-informed decision-making and the free flow 
of information across society, government and industry.

Conclusion: Data as a Common Good

What papyrus scrolls and libraries were, databases are, and AI-enabled data 
ecosystems will be — the most revolutionary of the three.

In that AI-transformed world, data must be recognised as the core infrastructure that 
underpins democracy, shared prosperity, and human agency.

When a country, region, or governing body implements a national data space 
grounded in a genuine social contract, it signals that policymakers are preparing for 
a future where data is treated as a shared patrimony — a collective inheritance 
belonging to all citizens. An inheritance that must be stewarded responsibly, 
leveraged ethically for the benefit of all and preserved for future generations rather 
than extracted for the benefit of a few.

It lays the foundations for evidence-led policy, human-centred design, and data-
enabled delivery of responsible AI, robust DPI, and data-driven solutions to the 

17



defining challenges of our time: climate change, public health, economic inequality, 
and democratic governance.

It’s about creating a future where data is considered a common good, digital 
infrastructure is treated as a national asset, and a Social Contract for Data whose 
guiding principle is Our data — our common good; but beware: those who 
control it shape our destiny.

Thus, the challenge for informatics engineers in our data age is to build digital 
cathedrals based on humanist principles that make this future a reality.

Critical to implementation is political sponsorship, a strong Chief Information Officer 
(CIO) and the establishment of a statutory Digital Transformation and Data 
Agency or Office including the appointment of a Chief Data & AI Officer (CDAIO) 
— a senior leader with the mandate and authority to turn the Social Contract for Data 
from aspiration into reality.

Where data governance institutions have been established, one powerful way for 
countries to formalise and signal their commitment to data as a common good is 
through a national Citizens’ Data Charter — a high-level statement of principles and 
rights that embeds the social contract in law and policy, affirming citizens’ digital 
rights, ensuring ethical data governance, and guaranteeing that the nation’s data 
resources will never be surrendered to foreign bodies for commercial or surveillance 
purposes.

A Citizens’ Data Charter does not replace the detailed legal frameworks and 
institutional structures of a national data space, but it provides the political anchor 
that holds the social contract accountable to its founding purpose. It is, in short, the 
social contract made visible.

At the global level, a Model UN Citizens’ Data Charter, analogous to the Universal 
Declaration of Human Rights, would provide an authoritative benchmark against 
which national Citizens’ Data Charters could be aligned, ensuring that citizens’ digital 
rights are protected consistently across borders and jurisdictions.

The stakes could not be higher. Without political commitment and investment in 
national data spaces, countries risk losing sovereignty, deepening divides, and 
eroding the trust essential to an equitable digital society.

On the contrary, countries and supranational regions should invest now in data 
governance, AI regulation, digital infrastructure, and, above all, in human capital.

Supported by a robust social contract for data and a meaningful, enforceable 
citizens’ data charter, they will then be well equipped: to provide universal access to 
information, preserve their digital heritage for future generations, and deliver the 
services and cyber resilience necessary for an equitable, trustworthy digital society 
benefiting all its citizens.

Epilogue
As Molly Bloom might say: ‘Yes, I said yes: data will be a common good. Yes.’
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If this paper resonates with you, please share it with colleagues and policymakers 
working on data governance, digital transformation, cybersecurity, digital resilience, 
or AI regulation. I believe the issues it raises merit as wide a debate as possible so 
that informed decisions can shape our shared digital future.
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